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System Requirements

64-bit Windows Server 2008R2® —or— Windows Server 2012° - or Linux machine
Application should not be installed on the same server hosting IBM Sametime.
Chime may be installed on virtual machines, such as Oracle Virtual Box or VMWare
Write access to Chime database (built during installation)
The application supports both SQL and Windows server authentication options.
Read Access to Windows Active Directory or LDAP
Oracle JRE 7.0 +
Create Read/Write access to enterprise SQL environment

o |IBM DB29.7 and above or

o Microsoft SQL Express or

o Microsoft SQL Server
IBM Sametime 8.0 and above

o Chime for Sametime will access IBM Sametime using port 1533 as a Java application
Java application server:

o IBM Websphere 8.5 and above or

o Apache Tomcat 7.0 and above

Server Preparation

Chime requires some role services to be enabled before the application can be installed.

Chime requires:
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Required accounts:

The following accounts will be need for the installation and/or operation of Chime.
Active Directory query account
This account will be used by Chime to query Active Directory for users

AD Username:

Password:

Chime SQL Account

This account will be used by Chime to read and write information to the Chime database. The configuration
wizard will grant the necessary access to the database once it has been created.

Username:

Password:

Admin SQL Account

This account is used to create/update the Chime database during installation or upgrade. This account requires
admin privileges on the SQL server.

This account information is not stored, and is only utilized during creation or updating.

Username:

Password:

Web Seeker account - This account will be used by Chime to connect request from the web chat to Lync experts. This
account needs to be Lync enabled and not used anywhere else.

AD Username:

Password:

Dispatcher account - This account will be used by Chime to connect request from a seeker to Sametime experts. This
account needs to be Sametime enabled. Each queue will need a separate dispatcher.
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Overview

Instant Chime for IBM Sametime is an enterprise service desk application that enables service desk enablement, and
‘click to chat’ functionality, using IBM Sametime as the IM routing and presence platform.

Typically, Chime is deployed as part of either an Apache Tomcat\Microsoft SQL Express installation or an IBM
WebSphere\IBM DB2 deployment. Your installation and configuration preferences are generally based on enterprise
preferences and internal licensing.

At a high level, Chime will be deployed as a Java Spring application under an enterprise application server - either
Apache Tomcat or IBM WebSphere. Chime provides a rich set of user interface elements which are accessed via a web
browser. Chime will leverage enterprise standard SQL engines, such as either Microsoft SQL Express, Microsoft SQL
Server, or IBM DB2.

Standard installation and deployment scenarios:

1. Apache Tomcat and Microsoft SQL Express
2. IBM WebSphere and IBM DB2

Chime provides a client based IBM Sametime plugin that extends the agent’s Sametime experience and provides
functionality such as an ‘in place’ context window, the ability to transfer and route inbound requests, and additional
agent level functionality.

Chime leverages the IBM Sametime platform for agent awareness and agent IM routing — and this IBM Sametime
functionality may be accessed via an on-premise installation or via the IBM Sametime service provided the IBM cloud
functionality (IBM Smarter Cloud)
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Installation Overview for IBM WebSphere Deployment

Chime Application consists of following two WAR (Web Archive files) files which are deployed under IBM WebSphere
Server 8.5:

1. Chime.war
2. ITFramework.war

Chime.war

Chime Web Application is the frontend which allows administrators to:
1. Configure/monitor Queues.
2. Access reporting module.
3. Add/Edit agents and monitor them.

Agents can also access the application to:
1. Track their Queue activity
2. View Chat Conversations
3. Monitor vital Queue statistics like ASA (Average Speed to Answer)

ITFramework.war

ITFramework application is the Queue routing engine. It is responsible for running Queues, locating agents for incoming
seeker requests and logging of chat conversations. It exposes a set of APIs which allows Chime Web Application to
monitor it.

This installation guide outlines the steps required to deploy the application.
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Create Database using DB2 Command line Processor (Windows)

Database schema can also be created using DB2 command line processor.
Steps for creating the database and tables using command line processor are as follows:

1. Navigate to the IBM DB2 install folder.
2. Issue the command db2cmd.exe

. Administrator: Command Prompt

icrosoft Windows [Wersion 6.2.920081
2 Microsoft Corporation. All rights reserved.

strator>db2
nd line envivonment not initiali=ed.

sUserssAdministrator>cd. .

CisUsersiod. .

Cisred.

C:w2ed "Program Files®

:»Program Files>cd IBM

wProgram FilessIBH>cd SQLLIE

:“Program Files~IBM~SQLLIB>cd BIM
C:sProgram Files“I1BH~SQLLIB~BIHN>dbZcmd.exe

C:swProgram Files“IBM~SQLLIB-BIM:_
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3. This will then launch the command line processor.

. Administrator: DB2 CLP - DB2COPY1 - db2

3 orporation 199?-“ﬁﬁr
Command Line Processor fFor DB2 Client 18.5.1

izsue database manager commands and SQL statements from the command
F exanple

2 conn to sample

2 =» bind sample.bnd

‘or general help., type: 7.
'or command help. type: ¥ command, where command can be
A zywords of a database manager command. For example:
DATABASE for help on the CATALOG DATABASE command
for help on all of the CATALOG commands.

o exit db2 interactive mode. type QUIT at the command prompt. Outside
interactive mode,., all commands must be prefixed with *‘db27.
o list the current command option settings, type LIST COMHAMD OPTIOHS.

more detailed help,. vefer to the Online Refeéerence Manuwal.

4. Next issue the following command to create a blank database:

CREATE DATABASE “chime” AUTOMATIC STORAGE YES PAGESIZE 32 K NUMSEGS 256 DFT_EXTENT_SZ 256

=N Administrator: DB2 CLP - DB2COPY1 - DB2

“~Program Files~IBH~SQLLIB-~BIH>DEZ
» Copuyright IBM Coxporation 1993.200%7
Command Line Processor foyr DBZ Client 18.5.1

L. can issue database manager commands and 5QL statements from the command
For example: .
connect to sample
bind sample.b

general help. tupe

command help, ty ? command,. where command can he

first few keyuwor a databaze manager command. For example:
CATALOC DATABASE « help on the CATALOG DATABASE command
CATALOG » help on all of the CATALOG commands .

o exit db2 interactive mode,. tupe QUIT at the cummbnﬁ prompt. Qutszide
interactive mode, all commands it be prefixed with "db2” .
o list the current command option settings,. type LIST COMMAND OFPTIONS .

For more detailed helwn. »efer to the Online Reference

db2 =» CREATE DATABASE "chimevl" AUTOMATIC STORAGE YES PAGESIEE 22 K HUMSEGS |
DFT_EXTENT_SZ 256

IB200AAI The CREATE DATABASE command completed successfullwy.

db2 => _

= o |
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5. After the command is processed you should see the command status as successfully executed.

6. Next, connect with the newly created database using the command:

connect to <databaseName> user <DB2_userName> using <DB2_userPassword>

= Administrator: DB2 CLP - DB2COPY1 - DBE2

the Fivrst Few keywords of a database manager co

7 CATALOG DATABASE for help on the CATALOG DATABASE

7 CATALOG or help on all of the CATALOG commands.
o exit dbZ interactive mode, type QUIT at the command urumut. Outside

interactive mode. all commands must be prefixed with °’ ]

[0 list the current command option settings. tupe LIST UJI"II'IFIN.[J' OPTIONS .

more detailed help. w»efer to the Online Reference Manual.

HTENT_SZ 256

T “EEEEI The CREﬂT[ DHTﬂBﬂ"E command completed successfully.

> connect "chim
~QLE‘I.I.EIN Al wnexpec 1 token ""chimevl'"' was found following ""COMMECT'.

e tlaad LML LTTILOERL

J_"-i_.ilrl.rl.rl.rl.l. runRcil> iy s LLALLEG = VLT S LML -

dbZ => connect to chimevl user -u'huru.,trnrnt- using BtJ?598 juwdg
Database Gonnection Information

Databaze server DB2/HTG64 18.5 .1
SQL aunthorization ID R
Local database alias

=» CREATE DATABASE “chimevi"™ AUTOMATIC STORAGE YESE PAGESIZE 32 K MUMESEGE 256

7. Next, issue the following command to create the necessary tables:

db2cli execsql —dsn <databaseName> —inputsql <path to sql file>
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o Administrator: C\Windows\system32\cmd.exe Hﬂm

8. Asthe DDL SQL script is executed, tables will get created and you should see following messages on console.

he 5QL command completed successfully.
> ALTER TABLE S5QLdJ."QueueExpertsz' ADD CONSTRAINT “FE_QueueExperts_Queues" FORE
IGHN KEY<"QueuelD">REFERENCEE SQLJ."Queuesz" (“"QueuelD">
he SQL command completed successfully.
> ALTER TABLE SqQLJ."Comments" ADD CONSTRAINT “"FE_Comments_Ca " FOREIGH KEY¥<{"
azel D"IREFERENCES SQLJ."Cases" (“CaszelD")
he SQL command completed successfully.
> ALTER TABLE S5QLJ."Comments" ADD CONSTRAINT “FEK_Comments_Experts" FOREIGH KEYC
"ExpertID">REFERENCES SQLJ."Experts" (“ExpertID">
he SQL command completed successfully.
» ALTER TABLE SQLJ."Experts" ADD CONSTRAINT “FE_Experts_Channels" FOREIGH KEY<
"Channe lLID">REFERENCES SQLJ."Channels'" (“ChannellID">
he S5QL command completed successfully.
> ALTER TABLE SQLJ."Experts" ADD CONSTRAINT “FE_Expewrts_0
HEY ¢ "Organizat ionIDY>REFERENCES SQLJ. "Organizations" "0
he SQL command completed successfully.
» ALTER TABLE SQLJ."Messages" ADD CONSTRAINT “"FE_Hessages_8S
SeekerID")REFERENCES SQLJ."Seekers" (“SeekerID")
he 5QL command completed successfully.
> ALTER TABLE S5QLJ."Meszages' ADD CONMSTRAINT “"FK_Meszages ! ionExp =" FOREI
H HEY<{"SessionExpertID'">REFERENCES SQLJ."SessionExperts" i rtID">
he SQL command completed successfully.
» ALTER TABLE SGLJ."Messages" ADD COMSTRAINT “FK_Messages
C"SessionID">REFERENCES SQLJ."Sessions'" ("SessionlID"»
command completed successfully.
TABLE SQLJ."Sametime' ADD “EnablefgentfAvailability" SHALLINT MOT HULL DE

command completed successfully.

# HLLEK IHHBLE 54lad. HUW HUL “kEnableHutoACWState" SMALLINT WOT HWULL DEFAULT @
Fhe S2QL command completed successfully.

SslzerssfAdministratorsDesktop>

E Administrator: Ch\Windows\system32\cmd.exe blim
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9. Next, we again execute a DDL Script file to populate tables with default values as required by the application.

db2cli execsql —dsn <databaseName> —inputsql <path to sql file>

(===

sUserssAdmninistratorsDesktop>db2cli execsgl —dsn chime_—inm dbh2.data.sql

o Administrator: CA\Windows'\system32\cmd.exe
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Administrator: CA\Windows\system32\cmd.exe

expert for you.’,. "This Queue is currently under main
later.’,. ‘Please state your regquest while I locate an
wait, while I locate an expert for you. Thank vou for
ately,. there are no experts availabhle at this time. PL
time.’,.’Expert has closed their chat session.’.’You h
o another Queuwe.’, 'There is an incoming reguest in t
tseekerquestion. “n Press vy to accept this reguest.’ .,
ith seeker. “nCustomer Question: 5seekerquestion’,. *The in
accepted by an expert.’.’'Following operator commands a:
Queues: Mote:These commands aven’’t supported anymore

ate my state ¢Enabled-/Disabled}’ . ’Customer has closed
connection has heen broken.'.®Expert has accepted your i
he SQL command completed successfully.

> IMSERT INTQ SQLJ."Sametime™ ("WebServerlURL", "Replac

"FlazhExpertWindowldle", "FlashExpertWi

"EnahleAgentAvailability”,. "AgentLoggingInterval".
"SametimeClientId", “SametimelUsername®, "SametimePasswor

=

:;B’ J__J'
he SQL command completed successfully.
» INSERT IMWTO SQLJ."ACW" {"ACWActivate', "ACUT imeout"'.
"ACWChangeState', “ACWWarningMessage", "ACUT imer
UALUES <A, . b
'Hessage; FPlease change your ACY mode.’ .

he 5QL command completed successfully.

sUzerssAdministratorsDesktop

Database is now ready.

You can skip the next section “Creating Database Schema using IBM Data Studio” if you plan on creating the database
using DB2 command line processor.

Create Database using DB2 Command line Processor (Linux)

Steps for creating the database and tables using command line processor are as follows:
1. Issue the command under DB2 user instance to create the database.

su - db2instl -c “db2 CREATE DATABASE “<DB_NAME>" AUTOMATIC STORAGE YES PAGESIZE 32 K NUMSEGS
256 DFT_EXTENT_SZ 256”
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root@lexbz3233:~

[roct@lexbz3233

After the command has been issued, you should see a success status as in above screen shot.
2. Next, issue the following two commands to create the database schema and add default values to the database.

db2cli execsql -dsn <DB_NAME> -inputsgl "./chime.sqgl"
db2cli execsql -dsn <DB_NAME> -inputsgl "./ chime_data.sql"
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db2instl@lexbz3233:~/db2dir

File Edit View Search Terminal Help

[dbZ2inst1f1exbz3233 db2dir]$ dbZcli execsgl -dsn chimeld -inputsgl ".Hchine.sq;"zz

[« o]

db2instl@lexbz3233:~/db2dir

File Edit View Search Terminal Help
date my state (Enabled/Disabl ed] , 'Customer has closed their chat sessinn.','fhezi
connection has been broken.', ~xpe:t has accepted your regquest.')
SQLETTOr: Ic = 0 iSHL_._aLCCZS )
QLGetDiagRec: S{LState : 50002
fNativeError : -204
szErrorMsg : [IEM] [CLI Driver] [DEZ/6000] sSQLOZ0O4AN "SQLJ.TextResourc
es" iz an undefined name. SQLSTATE=42704
chErrorMsg 97
> INSERT INTO SQLJ."Sametime" ["WebSe:ve*”?L" "ReplaceSlash", "EnableStdReply”
"“'aa ExpertWindowIdle” lashExpertWindowIdleTime", "XMLOutputI
DR _ﬂb_EAgEJtHUE__Eb___tFH, "AgentLDgg_Jg_Jte:val", "SametimeSsrver"
, "SametimeClientId", "SametimeUsername”, "SametimePassword”) VALUES ("
http://<SeverIPAddress>/ITFramework/ITApplicationManagerPort?wsdl’, Ol
, ', a, 180, 1, 0
" 3':'.- l__lf |__|' l__lf ;
L )
The SQL command completed successfully.
> INSERT INTO SQLJ."ACW" ("ACWActiwvate", "ACWTimeout", "ACWIimecutWarning"®, "
ACWChangeState®, "ACWWarningMessage", "ACWTimer"™, "EnableAutoRACWState") W
ALUES (0, 120, B0, 1, 'Message
H ?Lease change your ACW mode.', 30, 4] i
The SQL command completed successfully.
> 'NS“Q INTO SQLJ. Sta:da:dRepLy ypes" [("Type") VALUES('Text')
The S5QL command cnnp eted aJCCEaafJ__v.
> INSERT INTO SQLJ."StandardReplyTypes®™ ("Type") VALUES('Link")
The SQL command completed successfully. | |
= i ———————— " Type™ ] VALUES('Video') 51
The bQL command completed chcessfd__r _j
b

After the commands have been issued you should see a success message as in above screen shot.
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Creating Database Schema using IBM Data Studio

Before both the WAR files are deployed under WebSphere server, you will need to execute the SQL Script using IBM
Data Studio (or any other SQL Editor) which will create the necessary tables required by the Chime application.

Steps for executing the SQL Script are as follows:

1. Start IBM Studio 4.1.x
2. Create a new database

4 = All Databazes

= 'HIE"nrkmg [ Mew Database...
)
B Stop..
B Start.
ES | Quiesce...
EE  Unquiesce..
w3 Configure...
= Refresh F5

3. When creating the database, specify “Default buffer pool and table space page size” as 32 KB

Settings
Specify any additional settings to use. Click Run when you are done.,

Y Preview Comrmand

|
1. Details Specify the information for the new database

2. Storage
Slocale Erter the name for the database and tailor the database to your
requirernents, For Windows: If DBZ_CREATE_DBE_OMN_PATH is not set or set
to MO, the database location can onby be a letter drive.
Database name; Chime |
Database location:
|| Elrnwsc...|
Alias: |
Comrnent: |
mﬂriﬂ' acrpas b astern cataloos
Default buffer pool and table space page size: 12 KB "
T T f |
Mumber of segrnents in default table spaces (1-256): I:l
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4. After creating database, connect to it by specifying driver properties.

|t§,-'pe filker text

Common

Data Privacy Modeling
Default Bidi Settings
Default Schema Filter
Default Stored Procedure F
Default Table Filter

Driver Properties

Wersion

Driver Froperties

Dirivers; |IBM Data Server Driver for JDBC and S3L) Default

Properties

General |Tran:ir'|g| Optin:nnal|

Database: |

Chime

Host: |

localhost

Port number: |

50000

ser name: |

administrator

Password: |

[w] Sawe passward

Default schema: |

Connection URL:

jdbcidb2:fflocalhost 50000/ Chime:retrieveidess | ~
agesFromServerOnGethdessage=true;

Test Connection

| | Cancel

On the connection dialog specify Database name, DB2 Server host & Port number and database credentials.

5. Next, test the connection. If the connection is successfully established you should see the following message:
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Ping succeeded!

6. Next, open up the chime.sql script file as in following screen shot:

File Edit Mawvigate Search Project Script Data  Run

Window  Help

E Data Source Explorer &2
G

ﬁ’ chime sgl 83]

Click here to connect to a database @
(== Configuration Repositories —
4 [ Database Connections l:RED‘TE TG SR o P ¢ el
6 Test [DE2 Alias] "ACUID" INTEGER NOT NULL GENERATED ALWAYS AS IDENTITY L
4 &4 Chime (DB for Linu, NI, and Windows V10, { s‘rzip'r VITH 1 INCRENENT BY 1 MINVALUE -214745364% NAXVALUE 2147483647 CACHE 20,
2 0 Chime ACHictivate” SMALLINT NOT NULL DEFAULT O,
"ACUTimecut” INTEGER NOT NULL,
b [ Buffer Paals "LCUTimeoutWarning” INTEGER MOT NULL,
b O Federated Database Objects "ACHChangeState” SMALLINT NOT NULL DEFAULT O,
» 03 Groups TACHTarningMessage” WARCHAR (50) NOT NULL,
b [ Partition Groups "ACUTimer” INTEGER NOT NULL,
b 3 Roles CONSTRAINT "FK_ACW" PRIMARY KEY ("ACUID")
4 [ Schemas ):
p S NULLID
b BF SYSCAT CREATE TABLE SQLJ."ACHLogDatal |
b BF SYSFUN "ACULogID” INTEGER NOT NULL GENERATED ALWAYS AS IDENTITY
b BF SYSIBM { START WITH 1 INCREMENT BY 1 MINVALUE -2147453643 MAXVALUE 2147483647 CACHE 20),
b B SYSIEMADM "ChatUNID" VARCHAR(200] NOT NULL,
b EE SYSIBMINTERMAL rieekerID" INTEGER NOT NULL, ™
b BE SYSIBMTS [<] LI
: g gziﬁgﬁc & Editer| B Configuration| g \}a\idat\on| Special Registers| 1 Perfarmance Metrics|
b B SYSSTAT
p BE IYSTOOLS = Properties B SOLResults 22 & Cansale CREER 4 &‘ =] | L Y =8
b [ Sorage Groups [Type avery sxprassion hers | st
b [ Table Spaces Status Operation Date
I [ Users
Edcs
E3 CS[DB2 2lias)
£ SAMPLE (DB &lias]
<] ] 3]0 <] m |>H(\
Mo connection ‘ Wiritable ‘ Smart Insert 1:1 J

7. Hit the execute button to run the script.

8. After the script file has successfully executed you should see status under SQL Results tab
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[= | o =

=) Data - C\Users\Administrator\Desktop\chime.sql - IBM Data Studio
File Edit Mavigate Search Project Script Data Run  MWindow Help
B fiy v [ Activity Otherdctivity v & 5] MG vi g vl v v B ]J
Data Source Explarer &2 = 0 L& chime.sgl 52
Iz
= G:b il - » Connection: localhost - DB2 - Chime [administrator] 0O

(= Configuration Repositories

L imwdBe (¥

4 (= Datsbase Connections (GElai LG Hoihy o TACH ~
5 Test [0B2 Aliss] "ACWID" INTEGER NOT NULL GENERATED ALWAYS AS IDENTITY
4 53 Chime (DB2 for Linux, UNIX, and Windows 10, { START UITH 1 INCREMENT BY 1 MINVALUE -2147483648 MAXVALUE 2147483647 CACHE 20},
DT "ACWAetivare” SMALLINT NOT NULL DEFAULT O,
4 O Chime "ACWTimeout” INTEGER NOT MULL,

b [0 Buffer Pools . "ACHTimeourWarning™ INTEGER NOT MULL,

»a Federated Database Dbjects "ACHChangeState” SMALLINT NOT NULL DEFAULT O,

» [ Groups "ACWTarningMessage” VARCHAR(50] NOT NULL, ~

p (7 Partition Groups < S

Z E ::::mas E{EEd\tor @ Configuration | [ Validation | 57 Special Registers .f’ Petfarmance Metrics

b B8 NULLID

b BF svscaT | T Froperties | =1 5GLResults 52 B console X B2 =0
b g—: SYSFUN | [Type query expression here sthius

'; Z_EJ z?:mw Status Operation Date Connectio., |~ VALUES! Devkey) ~
b 55 SYSBMINTERNAL 4 o Succeeded  chimesql ¥1/141:27PM  Chime _ | IMSERT INTO S0LL"Queuehades” ("Name™)

b 59 SYSEMTS v’ Succeeded CREATE TABLE SOLIAC.. 1/14127PM  Chime =, SERTI\IF\I%F%'ESSQCSC;}SLDEEQ;:?ES“ R

b 55 SYSPROC v Succeeded CREATE TABLE SOLLAC.. 1/141:27PM  Chime VALUES{ Tasting’

b 55 SYSPUBLIC v Succeeded CREATE TABLE SOLI"Age.. H1/141:27PM  Chime IHSERT INTO SQLL"QueueModes” ("Narne™)

b 55 SyssTAT v Succeeded CREATE TABLE SOLL"Test., H1/141:27PM  Chime VALUES(Production)

b 28 SYsTOOLS v Succeeded CREATE TABLE SOLL"Cas.. H1/141:27PM  Chime IMEERT INTO 5QLI."Organizations” ("Name")

b [ Storage Groups v’ Succeeded CREATE TABLE SQUSta, HITZTPM - Chime e I\If\lff\rLs'ES%(LSmett\i?;-:iLgn)" e T

b [ Table Spaces “; 2:2:::2: E:Eﬂi ESE thj;?’f ;ﬂm}z; E: E:::: VL UES! Default, 'Bttention, you have been added to a new queve’)

b [ Users e i SERT INTQ SOL)."TextResources” ("Mame”, "Description”, "LanguagelD”, "Welcomely
s v Succeeded CREATE TABLE SQLL"Cha... %/1/141:27 PM Chime ‘tr illdame] has closed their chat session.’, "Vou havEIJuSt been transferred from the [Tra
3 5082 Alias]  Succeeded CREATE TABLE SOLL"Cha.. %/1/141:27PM  Chime Hpe t {ExpertFullame] has accepted your request.)

& SOMPLE (DE2 Alins]  Succeeded CREATE TABLE SOLL"Co...  %/1/141:27PM  Chime
=  Succeeded CREATE TABLE SOLL"Exp... %/1/141:27PM  Chime A o oo e s> B s
 Succeeded CREATE TABLE SOLL"Lan.. %1/141:27PM  Chime
 Succeeded CREATE TABLE SOLLLDA.. %1/141:27PM Chime sdript: chime.sgl o
< m 3 .{ Succeeded CREATE TABLE SOLL"Lice... Chimne - [ m >
Displayed 10f 1 results: 1 succeeded, 0 failed, O terminated, 0 o
=} ‘ B Desktop (o | (Z) Data - C:\Users\Adm... | Deskiop ” o« [5 {2 (s 1:28PMm

9. Next up under Database Schemas node you should see the SQLJ schema
4 &4 Chime (DBZ for Linws, UME, and Windowes W10.5)

4 [ Chirme
- [ Buffer Poals
Groups
Partition Groups

o
o
o
[ Rales
o

[ -

Schemas

Federated Database Chjects

hodules
MOTs
Packages

SEQUEnCEs

Tahles

Page 19
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10. Under SQLJ schema you should see the list of tables created by the SQL Script.
4 || Tables

[ A
AW LagData
Agentduailability
Cases
Channels
ChannelTypes
Comments
CispatcherType
Experts
Languages
LD&ap
License
Messages
Maotification
Organizations
Questions
Cueuebxperts
QueueGroups
Queuehdodes
Queues
Cueueichedule
QueueTextResources
Sarmetime
Seekers
SessionExperts
Sessions
StandardReplies
StandardReplyTypes
Tags

B (N (ED (ED (ED (&0 (B0 (ED (RN (D (ED (ED (BD (ED (BN ED(ED (D (D (ED (ED (ED (BN (RN D (D (D (ED (ED (ED

BT v T v v v

TextResources

After the tables have been successfully created, the application WAR files can now be installed under WebSphere
Server.
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Verifying WebSphere Cluster Setup

Prior to application installation you would want to make sure that both application server nodes are setup in a cluster
and that IHS Server is configured for each application server.

WebSphere Application Servers
To view list of application servers navigate to Servers, WebSphere application servers

In the list you should see two application servers which are part of a cluster.

Welcome

Guided Activities Application servers

Use this page to view a list of the application servers in your environment and the status of each of these servers. You can also use this page to change the
=l Servers status of a specific application server,

Praferences

New... || Delete || Templates... || Start || Stop || Restart || immedistestop || Terminate

Bl

On Demand Routers

Select| Name 2 Mode 3 Host Mame 3 Version Cluster Name 2 Status ()

PHP servers =
i Y e Ay e e By B You can administer the following resources:
sEneers ChimaServar] ChimaNode01 vWabSpheraAppO1. INSTANT- | ND 8.5.0.2 ChimaClustert £
Generic servers TECH.local
WebSphere MQ servers | |
JemenerE e ChimeSarvar2 chimeNode02 vWabSpheraApp02 INSTANT- | ND £.5.0.2 ChimeClustert &
Web servers TECH.local |
Apa rvers
vt (TS e serverl ChimeNod=01 vWebSpher=App01 INSTANT- | ND 8.5.0.2 &

= e TECH.local

Clusters

Total 3
DataPower

Core Groups

Application Server names and Cluster name will differ from your setup.

Web Servers
To view list of IHS servers navigate to Servers, Web Servers

In the list you should see two IHS servers i.e. one for each application server node.

Web servers
Guided Activities

Use this page to view a list of the installed web servers,
[l Servers
Preferences

Generate Plug-in |[ Propagate Plug-in | [ New... |[ Delete | [ Templates... |[ Start |[ Stop | [ Terminate

ElElEI

Mew server

All

[ Server Types

=
WebSphers prosy servers

Select| Name o Web server T 20 Node 73 Host Mame I _ Version J;_ | Status
On Demand Routers hd g i hd e L
PHF servers You can administer the following resources:
e e A e S Erlsy R webserver] IBM HTTP Server HTTPO1 vWebSphereApp01.INSTANT- Not
EZ3ES TECH.local applicable
Generic servers

- webserver? 1BM HTTP Server HTTRO2 vWebSphereApp02. INSTANT- Mot

T TECH.local applicable
Total 2

Custom HTTP servers
Web Server names will differ from your setup.

WebSphere Cluster and IHS Setup allows Chime application to switch servers at runtime to support manual failover. At
any point of time only one WebSphere Application Server Node should be running.
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Verifying IBM WebSphere Server Heap Size

Before we proceed with the application deployment you would want to make sure that the application server heap size
it set to a minimum of 1024 MB

To edit server properties navigate to Servers, Web Application Servers
=] Servers

=

* ‘WebSphere application servers

‘Web servers

From the list select the application server

Application servers (4

Application servers

Use this page to view a list of the application servers in your environment and the status of each of these servers. You can also use this page to change
the status of a specific application server.

Preferances

il

St St

Mame 2 Mode |Hc-5t Mame |‘u’er5iun 4

You can administer the fellowing resources:

serverl | WIN-TFEC1A1KLS1Nodell | WIN-7VBC1ALKLS1 | Base 8.5.0.2

il

Under Runtime tab, current heap size is displayed
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Application servers 7

Application servers > serverl

Use this page to configure an application server. An application server is a server that provides services required to run
enterprise applications.

Runtime Configuration
General Properties Server messaging
Process ID . .
8716 Measz=aging enginas
Cell name Troubleshooting
WIN-7VBC1ALKLS1NodeO1Cell
Mode name Diagnostic Provider service
WIN-7VBC1A1KLS1NodeO1
State Additional Properties
Started Transaction service
. Current heap size | Performance Monitoring Infrastructurs (EMIT
1105 ME 5 Inf .
Maximum heap size
1536 MB
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Installing Chime.war
To install the Chime Web Application take following steps:

1. Loginto IBM WebSphere server console (https://serverfqdn:9043/ibm/console)
2. Next navigate to Applications and select the option New Application

=] Applications

II Mew Application I

wWebSphere enterprise applications

Business-level applications
Assets

Global deployment settings

3. Next select the option New Enterprise Application

MNew Application
This page provides links to create new applications of different types.

Install a New Application

MNew Enterprise Application

New Business Level Application

MNew Asset

4. Next we need to upload the WAR file

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

g Lacal file system
Full path

| Browse_ |Chirr|e.war

' Remote file system

Browse

Next Cancel

Copyright © 2014 Instant Technologies. All rights reserved.
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5. On the next screen we specify Application name as “Chime_app” and click on next.

Step 1: Select Select installation options

installation options

Specify the varicus options that are available for your application.
Step 2 Map
modules to servers

Step 2 Map virtual
ts for Web
dules

Directory to install application

|Chime_app

Step 4 Map conte M Distributs application
I_ Use Binary Configuration

Step 5 Matadata r Deploy enterprise beans
for modules
Application name

Step 6 Summary |ChiI'I'IE_WEIr

F Create MBeans for resources

- Owverride class reloading settings for Web and EIBE modules

Reload interval in seconds

r Deploy Web services

Validate Input off/warn/fail

r Process embedded configuraticn

File Permission

Allow all files to be read but not written to -
Allow exacutablas to execute
Allow HTML and image files to be read by everyone *

|.*\.d|l=?55#.*\.su=?55#.*\.a=?55#.*\.sl=?55

Application Build ID
Unknown

- Allow dispatching includes to remote resources

r Allow servicing includes from remote rescurces

Business level application name
| Create Mew BLA LI

Asynchronous Request Dispatch Type
Disabled hi

r Allow EIB reference targets to resclve automatically

- Deploy client modules

Isolated LI

r Validate schema

Next Cancel
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6. On the next screen, accept the default values and click on next.

Specify options for installing enterprise applications and medules.

Map modules to servers
installation options
Specify targets such as application servers or clusters of application servers where you want to install the modules that

Step 2: Map are contained in your application. Modules can be installed on the same application server or dispersed among
modules to servers several application servers. Also, specify the Web sarvars as targets that serve as routers for requests to this

application. The plug-in configuration file {plugin-cfg.xml) for each Web server is generated, based on the
Step 2 Map virtual applications that are routed through.

hasts for Web

Clusters and servers:
modules

| WebSphere:cell=lexbz318%Nodel1Cell,node=lexbz3183Node0l,5erver=sarverl | Apply

Step 4 Map context
roots for Web
modules

Step 5 Metadata

Select| Module | URI Server
for modules

I— chime Chime.war, WEB- | WebSphera:cell=lexbz3183Node01Ceall,node=lexbz3183Node01,server=sarverl
Step & Summary INF/web.xml

Previous Mext Cancel |

7. Onthe next screen, accept the default values and click on next.

Specify options for installing enterprise applications and medules.

Stap 1 Select Map virtual hosts for Web modules

installation options

Specify the virtual host for the Web modules that are contained in your application. You can install Web
Step 2 Map modules on the same virtual host or disperse them among several hosts.

modules to servers i .
[+ Apply Multiple Mappings

Step 3: Map virtual
hosts for Web
modules

Step 4 Map context Select| web module Virtual host
roots for Web

modulas - chime default_host =

Step 5 Metadata
for modules

Step 6 Summary

Previous Next Cancel
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8. On the next screen specify Context Root as “/chime” and click on next.

Install Application

Specify options for installing enterprise applications and modules.

Step 1 Select Map context roots for Web modules
installation options

Step Map

maodules to servers

Configure values for context roots in web modules.
Web module URI Context Root i

chime Chime.war, WEB-INF/web.xml [ichima |

Step 2 Map virtual
hasts for Web
modules

Step 4: Map context
roots for Web
modules

Step 5 Metadata
for modules

Step 6 Summary

Previous | Next | Cancel |

9. On the next screen, accept the default values and click on next.
Install v Applica

Specify options for installing enterprise applications and modules.

Step 1 Selact Metadata for modules

installation options

The metadata-complete attribute defines whether the deployment descriptor for this module is
Step 2 Map complete. Set the metadata-complete attribute to "true" to merge and persist annotation-based
modules to servers metadata with existing ¥*ML-based deployment descripter metedata to avoid scanning of
annotation-based metadata =ach time the module is read. If the attribute remains "false", then the

Step 2 Map wirtual annotation-based metadata is scanned each time the module is read and can impact performance.

hosts for Web
modules

Step 4 Map context
F'J'Jf;‘- r'l‘f Web Module URI metadata-complete attribute
modules

chime Chime.war, WEB-INF/web.xml r

Step 5: Metadata
for modules

Step 6 Summary

Pravious Next Canceal
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10. Next you should see a summary of specified settings. Click on Finish to complete the process.
Install Mew Application ?

Specify options for installing enterprise applications and modules.

Step 1 Selact Summary
installation cpticns
Summary of installation options

Step 2 Map

modules to servers Options Values
Precompile JavaServer Pages files No

Step 2 Map virtual

hosts for Web Directory to install application Chime_app

el Distribute application Yes

Step 4 Map contexd Use Binary Configuration Mo

roots for Web R

madules Deploy enterprise beans No
Application name Chime_war

Step 5 Metadata

for modules Create MBeans for resources Yes
Orverride class reloading settings for Web and EIB N

Step 6: Summary modules 2

Reload interval in seconds

Deploy Wab services Ne
Validate Input off/warn/fail warn
Process embedded configuration Ne

& = * = ¥ = *
File Permission HLdI=755#. %\ 50=755%.%\.a=755%.

\.sl=755
Application Build ID Unknown
Allow dispatching includes to remote resources Ne
Allow servicing includes from remote resourcas No
Business level application name
Asynchronous Request Dispatch Type Disabled
Allow EIB reference targets to resclve automatically Ne
Deploy client modules Ne
Client deployment mode Isolated
Validate schema No
Cell/Node/Server Click here

= =

11. Now WebSphere will deploy the application. After the application is deployed you should see the following
screen. Click on “Save” to complete the deployment.
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n
Installing...
If there are enterprise beans in the application, the EJB deployment process can take several minutes, Do not save the configuration until the process completes.
Check the SystemOut.log on the deployment manager or server where the application iz deployed for specific information about the EJB deployment process as it occurs.
ADMAS016L Installation of Chime_war started.
ADMAS0ET Resource validation for application Chime_war completed successfully.
ADMAS0SEL Application and medule versions are validated with versions of deployment targets.
ADMAS005L The application Chime_war is configured in the WebSphere Application Server repository.
ADMAS005L The application Chime_wear is configured in the WebSphere Application Server repository.
ADMAS0E1L The bootstrap address for client medule is configured in the WebSphere Application Server repository.
ADMAS053L The library references for the installed optional package are created.
ADMAS00SE: The application Chime_war iz configured in the WebSphere Application Server repository.
ADMAS00ML The application binaries are saved in /fopt/lBM/AVebSphere/appServer/profies/AppSrvl/wetemp/5 1456461 4/workspace/cells/lexbz3189Nedel Cellapplications/Chime_war.ear/Chime_war.ear
ADMAS005L The application Chime_wear is configured in the WebSphere Application Server repository.
SECJ04001 Successfully updated the application Chime_war with the appContextiDForSecurity information.
ADMAS005L The application Chime_war is configured in the WebSphere Application Server repository.
ADMAS005L The application Chime_wear is configured in the WebSphere Application Server repository.
ADMAS113L Activation plan created successfully.
ADMAS011L The cleanup of the temp directory for application Chime_war is complete.
ADMAS013L: Application Chime_war installed successfully.
Application Chime_war installed successfully.

To start the application, first save changes to the master configuration.

) Y - an:
Save directly to the master configuration. I

B Reoview changes before saving or discarding.

To work with installed applications, click the "Manage Applications™ link.

Manage Applications

12. Now Chime will appear under the Application list.

Enterprise Applications (4

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

Preferences

| start || stop || install || Uninstall || Update || Rollout Update || Remove File || Export || Export DDLU || Export File |
[2|=E3E=
Select | Name 2 |.F|pp||'catinn Status (0

You can administer the following resocurces: n

Ird Chime war ® |

T i=3g=180 s m ] =1 e =3

M| iteee &

- query P

Total 4
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We won't start the Chime application at this stage. Next up we will need to deploy ITFramework Application.
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Installing ITFramework.war

Installation steps for ITFramework.war are same as Chime.war. However during the install sequence you will want to
specify Application Name as “ITFramework_app” and context root as “/ITFramework”.

After installation sequence it will appear under the Application list.

Enterprise Applications '

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

Preferances

| start || stop || install | | uninstall | | update || Rollout Update | | Remove File | | Export || Export DDL || Export File

Select | Name % |App|icatiun Status (9
You can administer the following resources:

o DafaulcApplication 'd

O IMFrameviork_war S

O chime_war ®

O | 4

O query P

Total 5

We won't start the application at this stage.

Next up we will specify database connection settings for both ITFramework & Chime Application.
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Specifying Database Connection Details

Database connection settings will need to be specified for both Chime and ITFramework application.

ITFramework Application

To specify database settings for ITFramework application take following steps:

1. Navigate to the folder <WebSphere_Application_Profile>/ ITFramework_app/
ITFramework_war.ear/ITFramework.war/WEB-INF

| classes

L jsp
ik

0 application-context_db2 . xml
i application-context_source, xml
i application-conte:xt_ticketing., xml
i dispatcher-servlet, xml

i sun-jaxws, xml

i web, ol

In the folder you will need to modify application-context_db2.xml
Open the file using any text editor
In the file locate the bean named databasePropertyMap

Bean will look like the following snippet:
<bean id="databasePropertyMap" class="java.util.HashMap">
<constructor-arg>
<map key-type="java.lang.String" value-type="java.lang.String">
<entry key="server" value="jdbc:db2://DB2ServerFQDN:DB2ServerPort" />
<entry key="databaseName" value="xxxxx" />
<entry key="user" value="xxxxx" />
<entry key="password" value="xxxxx" />
</map>
</constructor-arg>
</bean>

6. Inthe bean tags you will need to specify DB2 host, server port, database name and access credentials
7. After making modifications save the file.

oW
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Chime Application

To specify database settings for Chime application take following steps:

1. Navigate to the folder <WebSphere_Application_Profile>/Chime_app/Chime_war.ear/Chime.war/WEB-
INF/spring

I i application-conkext_dbz, =ml
PR AT

i resk-conkexk, xml

o servlek-conkexk, xml

In the folder you will need to modify application-context_db2.xml
Open the file using any text editor
In the file locate the bean named databasePropertyMap

Bean will look like the following snippet:
<bean id="databasePropertyMap" class="java.util.HashMap">
<constructor-arg>
<map key-type="java.lang.String" value-type="java.lang.String">
<entry key="server" value="jdbc:db2://DB2ServerFQDN:DB2ServerPort" />
<entry key="databaseName" value="xxxxx" />
<entry key="user" value="xxxxx" />
<entry key="password" value="xxxxx" />
</map>
</constructor-arg>
</bean>

6. Inthe bean tags you will need to specify DB2 host, server port, database name and access credentials
7. After making modifications save the file.

oW
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Specifying LDAP Details

LDAP configuration settings will need to be specified for Chime web application. It allows users to use their corporate

LDAP/Active Directory credentials for authentication.
Following LDAP/Active Directory details are needed:

1. LDAP URL with port number like Idap://acme.com:389
2. LDAP distinguishedName attribute

INSTANT-TECH.local Properties ElE
General | Managed By | Object | Securty  Atibute E ditor I
Altnbutes:
Altribute [ W alus =
auditingPolicy 00801
cieationT ime 970/20714 3:24:43 AM E aztern Daybght Tim
[ = | —

LIk =} mu L]
DCuINSTANT-TECH D Culocal

Le L

o ztirugl.li:::l-'u::dr'l =1yl

LI

forcel ogaff [ReEver)

o I

View |

SEO0R ole0wner CH=MNTDS Settings.CH=20130C CH=Server
aPLink [LD&P: A CH={31B2F340-01 50 -11D2-345F -
matanceT ype x5 =[15_MC_HEAD ["WRITE ]
ilnticalapstemObect  TRUE

lockaoutDuration 000 30: 00

lockOutDbzereatione..  0:00:30:00

lockaoutThreshald 0

maxPwddge [rewver)

| oK | Cancal | Appll |

Help

3. User LDAP attribute to be used as username, typically its CN or mail.
4. User LDAP attribute which is mapped to Sametime STID in Sametime Server. Typically it is distinguishedName

attribute.
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Dan Cronin Properties ﬂ

Published Certificstes | Member Of | Password Replication | Diakin | Object

SEcLriby ] E rvinonment | Sezzions
Remate control | Remate Deskiop Services Profile
" General I Address ] Account | Profile I Telephones | Orgarization
Personal Vitual Desktop | COM«+ Attribute Editor
Aftributes:
Abtnbute | " alue :l
codePage ]
countipCode 1]
m
Ch=D1an Crowin, CM =L zers DEAMSTAMT-TH

. Ox0 =[] | i
giveni ame Dran =
instanceT ype Oxd = [WRITE )
lastlogoff [HEwer]
lastLagon 104172014 204:22 PM Eastem Daylight Tim
lastlogonT imestamp /22,2014 1:2%:55 PM Eastern Daylight Tim
loganCaunt 25

msRTCSIP-Deployme.., SRV,
mzATCSIP-Federatio... TRUE

mzR TCS P Intemetd.., TRLUE =
o - | Ll_l

Wie | Filker |

| (0] 4 I Cancel Sl Help

To specify LDAP settings for Chime application take following steps:

1. Navigate to the folder <WebSphere_Application_Profile>/Chime_app/Chime_war.ear/Chime.war/WEB-
INF/spring

I i application-conkext_dbZ, xml
TR AT

i rest-conkesxk, xml

i servlet-conkext, xmil

2. Inthe folder you will need to modify application-context_db2.xml
3. Open the file using any text editor
4. Inthe file locate the bean named contextSource
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5. Bean will look like the following snippet:
<bean id="contextSource"
class="org.springframework.security.ldap.DefaultSpringSecurityContextSource">

<constructor-arg value="ldap://LDAP-FQDN:389" />
</bean>

6. Inthe bean tag you will need to specify LDAP URL

7. Nextin the file locate the bean named IdapAuthProvider
<bean id="ldapAuthProvider"
class="org.springframework.security.ldap.authentication.LdapAuthenticationProvider">
<constructor-arg>
<bean class="org.springframework.security.ldap.authentication.BindAuthenticator">
<constructor-arg ref="contextSource" />
<property name="userSearch">
<bean class="org.springframework.security.ldap.search.FilterBasedLdapUserSearch">
<constructor-arg index="0" value="LDAP-distinguishedName"/>
<constructor-arg index="1" value="LDAP-UserName Attribute"/>

<constructor-arg index="2" ref="contextSource" />
</bean>

</property>
</bean>
</constructor-arg>
<constructor-arg>
<bean class="lyncqm.ldap.AuthoritiesPopulator" id="authoritiesPopulator">
<aop:scoped-proxy proxy-target-class="false" />
<constructor-arg ref="contextSource" />
<constructor-arg value="LDAP-distinguishedName" />
</bean>
</constructor-arg>
</bean>

8. Inthe bean tags you will need to specify LDAP distinguishedName and User attribute to be used as username.
9. Next in the file locate the bean named IdapPropertyMap
<bean id="ldapPropertyMap" class="java.util.HashMap">
<constructor-arg>
<map key-type="java.lang.String" value-type="java.lang.String">
<entry key="uniqgId" value="LDAP-User Attribute which maps to user STID" />
</map>
</constructor-arg>
</bean>

10. In the bean tag you will need to specify LDAP User attribute which maps to user STID, typically it is
distinguishedName
11. After making modifications save the file.
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Starting Applications using WebSphere Console

After the Database and LDAP/Active Directory settings have been specified for both Chime and ITFramework application,
they can be started from IBM WebSphere Console.

After the applications have been started, they will appear as follows in the applications list:

Enterprise Applications ?

Enterprise Applications
Use this page to manage instzlled applications. A single application can be deployed onto multiple servers.

Preferances

| start || stop || install | | uninstall | | update || Rollout Update | | Remave File | | Export || Export DOL | | Export File

S

Select | Name 2% |App|ication Status (9
You can administer the follawing resources:
e Raiaiiiinnicatcn 2 .
O ITEramework_war Ed
O chime_war P
=D >
] query P
Total 5
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Accessing Chime Web Application

After the applications have been successfully started, they can be accessed using following URL:

http://websphereServerFQDN:9080/chime

You should now see the following login form:

/E Chime - Login X\__.
€ = C [ 174.129.244.84:9080/chime/Login/Form #Z <« 9 @ =
CH E Log In

Chime Log In

Username

Usemame

Password

Password

. 1(800)884-0443 X support@instant-tech com

Build: v0.1.945-123.20140901 @ 2014- Instant

When accessing the application for the very first time for configuration use the following credentials:

Username: admin
Password: admin

After the application has been configured then the LDAP credentials can be used to access and manage the application.
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Disabling default credentials

Default named credentials allow System Administrators to initially setup the application. After the application has been
configured to have a few LDAP entries for Administrators the default credentials feature can be turned off.

To disable default credentials feature take following steps:

1. Navigate to the folder <WebSphere_Application_Profile>/Chime_app/Chime_war.ear/Chime.war/WEB-
INF/spring

lication-conkext dbz, xml
i application-security, xml

i servlet-conkext, xml

In the folder you will need to modify application-security.xml
Open the file using any text editor

In the file locate the section named authentication-manager
authentication-manager will look like the following snippet:

oW

<security:authentication-manager>
<security:authentication-provider
user-service-ref="inMemoryUserServiceWithCustomUser">
</security:authentication-provider>
<security:authentication-provider ref="ldapAuthProvider" />
</security:authentication-manager>

6. From authentication-manager section remove the provider inMemoryUserServiceWithCustomUser as

highlighted above.
7. After modifying the authentication-manager section it will appear as follows:
<security:authentication-manager>
<security:authentication-provider ref="ldapAuthProvider" />
</security:authentication-manager>
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